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Preface
P.1 Purpose
a. Per Title 51, section 20132, this NASA Procedural Requirement (NPR) establishes Agency protective services
implementation requirements set forth in NASA Policy Directive (NPD) 1600.2, NASA Security Policy, as amended. 

b. This NPR prescribes NASA protective services procedural requirements for NASA Centers and Component
Facilities in executing the NASA security program to protect people, property, operations, and Classified National
Security Information (CNSI). It establishes program specifications necessary to achieve uniformity, standardization,
centralization, and decision-making authority where appropriate. Policy and procedural requirements for the
protection of CNSI is further promulgated in NASA NPR 1600.2, NASA Classified National Security Information. 

c. Protection and handling requirements for NASA sensitive unclassified information as of the date of this revision
are provided for within the Sensitive But Unclassified (SBU) policy and procedures, NASA Interim Directive (NID)
1600.55, Sensitive But Unclassified (SBU) Information. This policy is scheduled to change in FY 2013 as NASA
executes Executive Order 13556, November 4, 2010, Implement Controlled Unclassified Information (CUI). This
Executive Order mandates the implementation of a Government-wide program which, when fully implemented, will
replace SBU policy and procedures in their entirety. No use of the designation CUI is authorized at this time or until
official notification is made by the Office of the Chief Information Officer. 

d. NPR 1382.1, NASA Privacy Procedural Requirements, sets forth the requirements for protecting of the privacy of
personal information, such as Personally Identifiable Information (PII). 

P.2 Applicability
This NPR is applicable to NASA Headquarters and all NASA Centers, including Component Facilities, to the Jet
Propulsion Laboratory (JPL), a Federally Funded Research and Development Center, and NASA contractors to the
extent specified in their contracts. Address comments regarding this NPR to the AA for the Office of Protective
Services or the NASA Headquarters designee. Refer questions concerning the application of these requirements to
specific NASA Centers to the appropriate NASA Center Protective Services Office. 

P.3 Authority
National and Commercial Space Programs, 51 U.S.C. § 20132, § 20133 and § 20134, Pub. L. No. 111—314, 124
Stat. 3328 (December 18, 2010). 

P.4 Applicable Documents and Forms
a. Violation of Regulations of National Aeronautics and Space Administration, 18 U.S.C. § 799. 
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b. Unlawful Acts, 18 U.S.C. § 922 (d) (9). 

c. Atomic Energy Act of 1954, as amended, 42 U.S.C. § 2011 et seq. 

d. Permission to Use Firearms, 51 U.S.C. § 20133. 

e. Arrest Authority, 51 U.S.C. § 20134. 

f. The Homeland Security Act, Pub. L. No. 107-296, 116 Stat. 2135 (2002). 

g. Classified National Security Information, Exec. Order No. 13526, 75 C.F.R. 707 (2010). 

h. Controlled Unclassified Information, Exec. Order No. 13556. 

i. Suitability, 5 C.F.R. Part 731. 

j. Chemical Facility Antiterrorism Standards (CFATS), 6 C.F.R. Part 27. 

k. Security Programs; Arrest Authority and Use of Force by NASA Security Force Personnel, 14 C.F.R Part 1203(b). 

l. Inspection of Persons and Personal Effects at NASA Installations or on NASA Property; Trespass or Unauthorized
Introduction of Weapons or Dangerous Materials, 14 C.F.R. Part 1204, subpart 10. 

m. Law Enforcement Officers Safety Act Improvements Act of 2013, as amended. 

n. NPD 1000.3D, NASA Organization (w/change 37, dated June 11, 2013). 

o. NPR 1382.1, NASA Privacy Procedural Requirements. 

p. NPD 1440.6H, NASA Records Management. 

q. NPD 1600.2E, NASA Security Policy. 

r. NPD 1600.3, NASA Prevention of and Response to Workplace Violence. 

s. NPD 1600.4, National Security Programs. 

t. NPR 1600.2, NASA Classified National Security Information (CNSI). 

u. NPR 1600.3, NASA Personnel Security. 

v. NID 1600.55, Sensitive But Unclassified (SBU) Controlled Information. 

w. NPR 1620.2, Facility Security Assessments. 

x. NPR 1620.3A, Physical Security Requirements for NASA Facilities and Property. 

y. NPR 2810.1, Security of Information Technology. 

z. NPR 4200.1, NASA Equipment Management Procedural Requirements. 

aa. NPR 8000.4A, Agency Risk Management Procedural Requirements. 

bb. NPR 8621.1, NASA Procedural Requirements for Mishap and Close Call Reporting, Investigating, and
Recordkeeping (w/Change 6, dated October 24, 2011). 

cc. NPR 8715.3, NASA General Safety Program Requirements (w/Change 8 dated June 20, 2012). 

dd. NASA Technical Standard (NASA-STD) 8719.12, Safety Standard for Explosives, Propellants, and Pyrotechnics 

ee. Sensitive Compartmented Information Facilities (SCIFs), Director of National Intelligence (DNI) Intelligence
Community Directive (ICD) 705. 

ff. Technical Surveillance Countermeasures (TSCM) ICD 702. gg. NSDD 298: National Operations Security
Program. hh. Critical Infrastructure Security and Resilience Presidential Policy Directive (PPD)-21. 

ii. Homeland Security - Interagency Security Committee Standards (ISC), Physical Security Criteria for Federal
Facilities (2010). 

jj. SF 312, Classified Information Nondisclosure Agreement. 

kk. SCI NDI 4414 Sensitive Compartmented Information (SCI) Nondisclosure Agreement. 

ll. NF 1506, Controlled Area Sign (Outdoors). 

mm. NF 1506A, Controlled Area Sign (Indoors). 

nn. NF 1507, Limited Area Sign (Outdoors). 
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nn. NF 1507, Limited Area Sign (Outdoors). 

oo. NF 1507A, Limited Area Sign (Indoors). 

pp. NF 1508, Exclusion Area Sign (Outdoors). 

qq. NF 1508A, Exclusion Area Sign (Indoors). 

P.5 Measurement/Verification
a. Center Directors and Center Chiefs of Protective Services/Chiefs of Security (CCPS/CCS) or their designees
determine, implement, ensure, and document compliance by applying a verification approach that is tailored to meet
the needs of the Center. The Office of Protective Services (OPS) conducts functional reviews of the Centers,
spot-checks, and inspections to review Center compliance and implementation. 

b. To determine the OPS compliance with the requirements in this NPR, internal and external auditors responsible
for verifying Headquarters requirements and processes shall evaluate performance against the requirements
contained herein. 

P.6 Cancellation
This NPR cancels the remaining chapters of NPR 1600.1, NASA Security Program Procedural Requirements
w/Change 2, dated April 1, 2009. The remaining Chapters are: 1, 6-10 and Appendices D, E, F, G, H, K, L, and O. 

Original Signed by 

Richard J. Keegan 
Associate Administrator
Mission Support Directorate 
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